Privacy Policy
We respect your privacy and are committed to protecting your privacy rights. Please take the time to
read our Privacy Policy carefully. We want to be clear about how we use information, and about
how you can protect your privacy. To ensure transparency, this Privacy Policy describes our
information-handling practices when you access EVIS Data Marketplace and our Services, as both
de ned below
If you have any questions, please feel free to contact us at support@evis.marke
References in this Policy to “EVIS”, “we”, “our” or “us”, are to EVIS Data Marketplace and
references to “you”, “your”, “customer” or “user” are to the person who is a visitor or a user of the
EVIS Data Marketplace and/or our Services. “Services” refer individually and collectively to
evis.market website(“Web”) and EVIS DM ( “Application”) and the related services as well as all
written or digital materials including software, data, text, audio, video, images, trademarks,
graphics, or other content (“Content”) supported by EVIS. We may refer to collectively the Web,
Applications, the Extension as the “EVIS”
By using EVIS and/or our Services, including downloading one of our mobile Applications, visiting
our Web, you signify acceptance to the terms of this Privacy Policy. Where we require your consent
to process your personal information, we will ask for your consent to the collection, use, and
disclosure of your personal information as described further below
IF YOU DO NOT AGREE WITH THIS POLICY PLEASE LEAVE THE WEB, UNINSTALL
MOBILE APPLICATIONS OR CEASE USING OUR SERVICES IMMEDIATELY
All the de nitions used in this Privacy Policy shall have the same meaning as in our Terms of
Service unless this Policy sets a different meaning

1. Our Statu
1.

We will act as a data controller in relation to personal information about you that may be
either provided by you or collected by us

2.

As a data controller, we will solely determine the purposes and means of the processing of
your personal information

2. How We Use Your Personal Informatio
2.1. We never collect your private keys and never have access to your wallet because none of
your private keys ever leave your web browser storage or local storage of your mobile phone.
2.2. In this Section 2 we have set out:
a. the general categories of personal information that we may process;
b. the purposes for which we may process personal information; and
c. the legal basis of the processing.
2.3. Please note that not all the information you provide to us is personally identi able information
according to the applicable law

.


fi

t


n


.


.


.


.


.


.


s


.


fi

:


fi

2.4. We may process information about your use of our Services (“usage data”). The usage data may
include

•

a. your IP address, geographical location, browser type and version, operating system,
referral source, length of visit, page views and navigation paths, as well as information
about the timing, frequency and pattern of your service use

•

b. your device number, device id or unique identi er, device type, and unique device token,
operating system and applications used, application crash-data, application version, device
identi ers such as IDFA (Identi er For Advertisers), Android ID (Android device), referrer
URL (Playstore), Google Advertiser ID, device model

•

c. cookies, local storage les

The source of the usage data is our analytics tracking system and your usage of our Services. This
usage data may be processed for the purposes of analysing the use of our Services. The legal basis
for this processing is your consent and our legitimate interest, namely monitoring and improving the
EVIS and our Services
2.5. We may process your account data (“account data”). The account data may include your
nickname, contact information, your data sets settings, your business information, company name,
email address, your user ID (Ref ID), your public wallet address, and, in case you provided us with,
your photo and other things you can see in our Web
The source of the account data is you and EVIS (with the reference only to Ref ID). The account
data may be processed for the purposes of providing you access to our Services, ensuring the
security of the EVIS and our Services, maintaining back-ups of our databases and communicating
with you. The legal basis for this processing is a performance of an agreement between you and us
and/or taking steps, at your request, to enter into such an agreement
2.6. We may process information contained in any enquiry you submit to us regarding EVIS and/or
our Services (“enquiry data”). The enquiry data may be processed for the purposes of responding to
your enquiry, offering, marketing, correcting any de ciencies in EVIS and/or Services and selling
relevant services to you. The legal basis for this processing is a performance of an agreement
between you and us and/or taking steps, at your request, to enter into such an agreement and our
legitimate interest
2.7. We may process information relating to our customer relationships, including customer contact
information (“customer relationship data”). The customer relationship data may include your name,
your nickname, your contact details (phone number, social media handle, email address or other
social networks or messengers identi ers you use to communicate with us) and information
contained in communications between us and you
The source of the customer relationship data is you. The customer relationship data may be
processed for the purposes of managing our relationships with customers, communicating with
customers, keeping records of those communications and promoting our products and services to
customers. The legal basis for this processing is our legitimate interest, namely the proper
management of our customer relationships

.
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2.8. We may process information contained in or relating to any communication that you send to us
(“correspondence data”). The correspondence data may include the communication content and
your contact information (phone number, social media handle, email address or other social
networks or messengers identi ers you use to communicate with us)

The correspondence data may be processed for the purposes of communicating with you and
record-keeping. The legal basis for this processing is our legitimate interest, namely the proper
administration of EVIS, our Services and business and communications with users
2.9. We may process your transactions information when you interact with technically supported
decentralized protocols and information you generate through the EVIS (“interaction data”). This
data may include your transactions, requests, contributing your crypto assets to pools and other
details of your interaction with decentralized protocols or generated through EVIS
The source of this data is your activities at or through EVIS. This data may be processed for the
purposes of providing relevant Services to you. The legal basis for this processing is the
performance of a contract between you and us and/or taking steps, at your request, to enter into such
a contract
2.10. We may process information when we verify your identity (“veri cation data”). This
veri cation data may include your name, address, telephone number, e-mail address, date of birth,
national identi cation number, government identi cation documents, and, if applicable, information
regarding your bank account (such as the name of the bank, the account type and account number)
The source of this data is you. This data may be processed for the purposes of identity veri cation
and the detection of money laundering, terrorist nancing, fraud, or any other nancial crime, and/
or performance our obligations to verify the identity of our customers. The legal basis for this
processing is the compliance with our legal obligation, the protection and assertion of our legal
rights, your legal rights and the legal rights of others, the performance of a contract between you
and us and/or taking steps, at your request, to enter into such a contract
2.11. We may process any of your personal information identi ed in this Policy where necessary for
the establishment, exercise or defence of legal claims, whether in court proceedings or in an
administrative or out-of-court procedure. The legal basis for this processing is our legitimate
interest, namely the protection and assertion of our legal rights, your legal rights and the legal rights
of others
2.12. We may process any of your personal information identi ed in this Policy where necessary for
the purposes of obtaining or maintaining insurance coverage, managing risks, or obtaining
professional advice. The legal basis for this processing is our legitimate interest, namely the proper
protection of our business against risks
2.13. In addition to the speci c purposes for which we may process your personal information set
out in this Section 2, we may also process any of your personal information where such processing
is necessary for compliance with a legal obligation to which we are subject, or in order to protect
your vital interests or the vital interests of another natural person
2.14. It is your sole decision whether to provide us with the requested information or not. However,
if you choose to withhold requested information, we may not be able to provide you with access to
EVIS or the possibility to use Services. Depending upon the activity, some of the information that
we ask you to provide is identi ed as mandatory and some as optional. Please do not supply any
other person's personal information to us, unless we prompt you to do so

.
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3. Disclosing Your Personal Informatio

3.1. We may disclose your personal information to our af liates, our contractors and our service
providers insofar as reasonably necessary for the purposes, and on the legal bases, set out in this
Policy
3.2. We may disclose your personal information to our insurers and/or professional advisers insofar
as reasonably necessary for the purposes of obtaining or maintaining insurance coverage, managing
risks, obtaining professional advice, or the establishment, exercise or defence of legal claims,
whether in court proceedings or in an administrative or out-of-court procedure
3.3. In addition to the speci c disclosures of personal information set out in this Section 3, we may
disclose your personal information where such disclosure is necessary for compliance with a legal
obligation to which we are subject, or in order to protect your vital interests or the vital interests of
another natural person. We may also disclose your personal information where such disclosure is
necessary for the establishment, exercise or defence of legal claims, whether in court proceedings or
in an administrative or out-of-court procedure
3.4. If we are required by the applicable law (for example, you are a resident of the EEA zone, UK
or Switzerland) and your personal information is to be transferred outside our country of
incorporation and/or the EEA zone, UK or Switzerland, we will ensure an adequate level of
protection by any of the recognised methods of transfer, including but not limited to entry into the
standard contractual clauses for the transfer of personal information to processors established in
third countries
3.5 Users Under Age of 1
EVIS does not knowingly collect or store any personal information about children under 13
without veri able prior parental consent. If you believe such information has been
inadvertently collected, we will take necessary steps in order to remove such information
from our database. Users under 13 must seek and obtain parental consent to use this
website

4. Cookie
4.1. As with many other websites in the world, EVIS uses cookies. A cookie is a small le on your
device with a string of letters and numbers which serves as a unique identi er. Sometimes cookies
can also be used to store your personal preferences on websites. When you open EVIS for the rst
time, cookies are created on your device. When you open it next time, cookies are sent back to us,
thus letting us know you’ve already been there. We don’t create cookies ourselves, but we use thirdparty providers who do it for us
4.2. Cookies make it easier for you to use EVIS during future visits. They also allow us to monitor
traf c and personalise the content of EVIS for you. Session-based cookies only last while your
browser is open, and are automatically deleted when you close the browser. Persistent cookies last
until you or your browser deletes them or until they expire
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4.3. Some of our cookies may be necessary for certain uses of EVIS. These cookies allow us to
make EVIS usable by enabling basic functions like page navigation. EVIS may not function
properly without these cookies

4.4. We may also use functional cookies and cookies from third parties for analysis and marketing
purposes. Functional cookies enable certain parts of EVIS to work properly and your user
preferences to remain known. Analytics cookies, among other things, collect information on how
visitors use EVIS, the content and products that users view most frequently, and the effectiveness of
our third-party advertising
4.5. We generally use cookies for the following purposes
•

a. authentication – we use cookies to identify you when you visit EVIS and as you navigate
through EVIS

•

b. status – we use cookies to help us to determine if you are logged into EVIS

•

c. security – we use cookies as an element of the security measures used to protect user
accounts, including preventing fraudulent use of login credentials, and to protect EVIS and
our Services

•

d. analysis – we use cookies to help us to analyse the use and performance of EVIS and
Services; an

•

e. cookie consent – we use cookies to store your preferences in relation to the use of cookies
more generally.

4.6. We use analytics packages from trusted third parties to constantly improve your experience of
using EVIS and our services. Our trusted partners help us serve advertising and/or analytics and
may place cookies on your device. You can nd their privacy policies in the list below. Please read
their privacy policies to ensure that you are comfortable with the manner in which they use cookies.
While we do our best to keep this list updated, please note that third parties who place cookies on
your device may change from time to time, and there may be a slight delay updating the list
4.7. You can generally activate or later deactivate the use of cookies through a functionality built
into your web browser or mobile device. To learn more about how to control cookie settings
through your browser
Firefox link
Chrome link
Internet Explorer link
Safari (Desktop) link
Safari (Mobile) link
Android Browser link
For other browsers, please consult the documentation that your browser manufacturer provides

.
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You can opt out of interest-based targeting provided by participating ad servers through the Digital
Advertising Alliance. Please consult http://www.aboutads.info/ for more information

5. Local Storage
5.1. Local storage, including Javascript-enabled localStorage, is a typical way for a website to store
a small le of letters and numbers in your browser. We use local storage les to keep you signed in
at our customer support platform. Local storage les are deleted when the website that stored them
deletes them. You can also delete local storage les from your browser at any time you like by
visiting your web browser settings
5.2. You can clear local storage les from your browser by taking the following actions
•

a. In Firefox, localStorage is cleared when the following conditions are met: (a) user clears
recent history, (b) cookies are selected to be cleared, and (c) time range is “Everything”

•

b. In Chrome, localStorage is cleared when the following conditions are met: (a) clear
browsing data, (b) "cookies and other site data" is selected, and (c) timeframe is “from
beginning of time.” In Chrome, it is also now possible to delete localStorage for one speci c
site

•

c. In Internet Explorer, to clear localStorage: (a) click on Tools--Internet Options, (b)
General tab, (c) delete browsing history on exit, (d) ensure “Cookies and website data” (or
“temporary internet les and website les”) is selected, and (e) consider unchecking
"Preserve Favorites website data" at the top;
d. In Safari, to clear localStorage: (a) click Safari, (b) then click preferences, (c) select the
Privacy tab, (d) click Remove all website data and (e) click Remove Now

6. General Processin
6.1. Our processing means any operation or set of operations which is performed on personal
information, such as collection, recording, organisation, structuring, storage, adaptation or
alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise
making available, alignment or combination, restriction, erasure or destruction, support,
maintenance, etc.
6.2. We do not make automated decisions, including pro ling.We have implemented measures
designed to secure your personal information from accidental loss and unauthorised access, use,
alteration, and disclosure

7. Retaining and Deleting Personal
Informatio
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7.1. We only retain your personal information for as long as it is necessary for us to use your
information as described above or to comply with our legal obligations and legitimate interests. For
instance, we may retain your data as necessary to meet our legal obligations, such as for tax and
accounting purposes

7.2. We will store your personal information that is used to send you promotional e-mails and/or
newsletters or used in relation to your support tickets. Such information will be stored and
processed solely for this purpose until you withdraw your consent, where applicable, or unsubscribe
from newsletters, but not longer than for 3 years after your last interaction with us
7.3. Otherwise, we either delete or anonymise the personal information collected. In case personal
information was transferred to backup storage and, therefore, cannot be deleted, we continue to
store it securely, but do not use it for any purpose. In all the other cases, we proceed with the
deletion of personal information
7.4. Please be aware that any blockchain wallets, even created, cannot be deleted from blockchain
due to the technological speci cs of blockchain networks and distributed ledgers

8. Third Partie
8.1. EVIS may contain links to any other websites or services. Please note that we are not
responsible for the privacy practices or the content of such websites or services, and you should
review the privacy policy of each such website or service to make sure you are comfortable with it
before providing any personal information

9. Rights of European User
If you located in the EEA zone, UK, Switzerland as a data subject (a person whose personal
information is collected, stored and processed) you have several rights under data privacy laws
9.1. Right of access. You have the right to obtain con rmation if your personal information is being
processed by us. If that is the case, you can access your personal information and the following
information: (i) the purposes of the processing; (ii) the categories of personal information; (iii) to
whom the personal information has been or will be disclosed; (iv) the envisaged period for which
the personal information will be stored, or the criteria used to determine that period
If you would like to have a copy of your personal information from us, we will provide it if (i) you
prove your identity, (ii) it will not adversely affect the rights and freedoms of others. The rst copy
will be provided for free, for any further copies we may charge a reasonable fee based on
administrative costs
9.2. Right to recti cation. You have the right to demand that we correct without undue delay your
personal information which we have in our systems if it is inaccurate or incomplete
9.3. Right to erasure (“right to be forgotten”). You have the right to demand that we erase your
personal information, and we shall erase it without undue delay where one of the following grounds
applies: (i) this personal information is no longer necessary in relation to the purposes for which it
was processed; (ii) you withdraw consent on which the processing is based, and where there is no
other legal ground for the processing; (iii) you object to the processing and there are no overriding
legitimate grounds; (iv) your personal information has been unlawfully processed; (v) your personal
information has to be erased for compliance with a legal obligation
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9.4. Right to restrict processing. You have the right to restrict us in the ability of processing your
information where one of the following applies: (i) you contest the accuracy of your personal
information and we are verifying it; (ii) the processing is unlawful and you want to restrict it instead
of erasure; (iii) we no longer need your personal information, but you need it for establishment,

exercise or defense of legal claims; (iv) you have objected to processing and we are verifying
whether legitimate grounds override your request
9.5. Right to data portability. You have the right to receive your personal information which you
provided to us in a structured, commonly used and machine-readable format and have the right to
transmit those data to another company, where: (i) the processing is based on your consent or on a
contract; and (ii) the processing is carried out by automated means
Where technically feasible, you can demand that we transmit those data directly to another
company
9.6. Right to object. You have the right to object to the processing of your personal information
based on our legitimate interests. We shall no longer process your personal information unless we
demonstrate compelling legitimate grounds for the processing or for the establishment, exercise or
defense of legal claims
Where personal information is processed for direct marketing purposes, you have the right to object
at any time to the processing of your personal information for such marketing
9.7. Right to withdraw consent. You have the right to withdraw your consent for processing of
your personal information at any time. The withdrawal of consent shall not affect the lawfulness of
processing based on consent before its withdrawal

10. Changes to this Privacy Polic
10.1. We may modify this Privacy Policy by providing notice of such changes, such as by sending
you an email, providing notice through EVIS or its newsfeed, or updating the “Effective Date” date
at the head of this Privacy Policy. By continuing to access or use of EVIS or Services, you con rm
your agreement to the modi ed Privacy Policy. If you do not agree to any modi cation to this
Privacy Policy, you must stop using EVIS and our Services. We encourage you to frequently review
the Privacy Policy to ensure you understand the terms and conditions that apply to your access to,
and use of, EVIS and our Services

11. Contact detail
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11.1. If you have any requests concerning your personal information or any queries with regard to
this Privacy Policy please feel free to contact us at support@evis.market

